NHO®OPMALIMOHHASA ITAMATKA
JJIAA OBYUYAIOIIIUXCA

C KaxaplM TOJOM MOJOJIC)KU B HWHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJBHUKU OJHU M3 CaMbIX AaKTHUBHBIX Nojdb30Barenerd PyHera. Mexay tewm,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMEI.

OTa maMsITKa JOJDKHA IIOMOYb TeOe O0e30macHo HaxXoJUThCs B CCTHU.

KoMmnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIAHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTIUYUTENIBHON OCOOCHHOCTHIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIU MOJHOCTHIO YHUUYTOKHUTh
Bce (paiisibl U JaHHbIE, TOAKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylleHa 3apa)K€HHas MporpamMma, a TaKkKe MOBPEAUTh WIIU AK€ YHUUYTOXKUTh
OTIEpAllMOHHYI0 CUCTEMY CO BCeMU (aillamu B 1ejioM. B OONBIIMHCTBE ClydaeB
PacIpOCTPAHSIOTCS BUPYCHI UEPE3 HHTEPHET.

Mertozsl 3aUThI OT BPEJOHOCHBIX ITPOTPaMM:

1. Mcnonbs3yil COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HbBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IPOrPaMM;

2. IloctosnHo ycranaBmuBail mautd (TMUGPOBBIE 3aIUIATKU, KOTOPHIE
ABTOMAaTUYECKU YCTAaHABIMBAIOTCS C LEIbI0 JOPA0OTKH MNPOrpamMMbl) U APYyrue
OOHOBJIEHUS CBOEW omepalMoHHOW cucTembl. CKauuMBaii HMX TOJIBKO C
opummanpHoro  caiita  paszpaborumka OC. Ecmm cymectByer — pexum
aBTOMAaTUYECKOro OOHOBJIEHUS, BKIIIOUYH €r0;

3. Pabotaii Ha cBOeM KOMMBIOTEpE IO TpaBaMU TOJb30BaTENs, a HE
aIMUHUCTpATOpa. ODTO HE TMO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX MMPOTrpaMMm
MHCTAJUIMPOBATHCS] HA TBOEM MIEPCOHAITBHOM KOMITBIOTEPE;

4. Hcnonb3yld aHTHUBHPYCHBIE NPOTPAMMHBIE IPOAYKTHI  HM3BECTHBIX

MIPOU3BOAUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0as3;



5. Orpannub (pU3NYECKUH JOCTYN K KOMIIBIOTEPY AJI1 HOCTOPOHHUX JIULL;

6. Mcnonb3yil BHENIHME HOCHUTENM WMH(OpMalLUHU, Takue Kak (ienika, JUCK
WK (paiil U3 UHTEPHETA, TOJBKO U3 MPOBEPEHHBIX HCTOUHHUKOB,;

7. He oTKpbIBall KOMIBIOTEpHBIE (DAWIbl, MOJYYEHHbIE M3 HEHAJAECKHBIX
UCTOYHUKOB. Jlaxke Te Qaiinbl, KOTOpble Mpucian TBOW 3HaKOMBIN. Jlyuiie yrounu

y HEro, OTIPAaBJIsUI I OH Te0E HX.

Cern WI-FI

Wi-Fi - 3T0 He BHJ mepeaun JaHHBIX, He TEXHOJOTHS, a BCEro JIMIIL OpeH/I,
mapka. Eme B 1991 romy HumepiaHjackas KOMIIAHMS 3apervucTpUpoBalia OpeH[
"WECA", uto o6o3Hauano cioBocodyetanue "Wireless Fidelity", xoTopsiii
nepeBOAUTCS Kak "OeCIpoBOIHAS TOUHOCTH'".

Jlo Hamero BpeMeHu Jolia apyras ab0peBuarypa, KoTopas sSBJISETCS TaKOH
ke TexHojorue. Jto abbOpeBmarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHJapT BbIcIIed 3BykoBoW TexHuku Hi-Fi, uto B mepeBoje
03HayaeT ""BbICOKas TOYHOCTH'.

Jla, OecriaTHBIA WHTEPHET-IOCTYII B Kade, OTENsAX U a’dporoprax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJAa B MHTEpHET. HOo MHOrMe sKCHepThl CUMTAIOT,
gyTo obmeaoctynubie Wi-Fi ceTn He SBIAIOTCS 6€30MacHBIMHU.

CoBeTbl 10 6€30IaCHOCTH PabOTHI B 00 A0CTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBoro JInuHyo HHGOPMAIUIO Yepe3 o0IIeaocTymHbie Wi-Fi
cetu. PaboTtas B HUX, JKeJaTeIbHO HE BBOAUTH MAPOJIU JOCTYIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Ucnonp3yil 1 OOHOBIISII aHTUBUPYCHBIE TIpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIIb Ce0s OT 3aKaYKH BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otxmroun ¢pynknuo "OOmuit qoctyn K Qaitiam
u npuntepam". JlanHas (yHKIUS 3aKpbiTa MO YMOJYAHHIO, OJJHAKO HEKOTOPBIE

MOJIb30BATENIA AKTUBUPYIOT €€ JJIsl yI00CTBA HCIOJIb30BaHUs B paboTe uin yueoe;



4. He wucnonn3yit nyOonuusnsii WI-FI mis nepemauum JOUYHBIX JTaHHBIX,
HaIpyuMep IS BBIXOJIa B COLMAJIBHBIE CETH WM B JJIIEKTPOHHYIO IIOUTY;

5. Wcnone3yil Tonpko 3amunieHHoe coeaunenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOuwipHOM Tenedone otkimoun (ynknuio "llonkmodenne k Wi-Fi
aproMarnuecku'". He nmomyckaid aBTOMaTHYECKOTO MOJKIIOYEHHS YCTPOWCTBA K

cetssMm Wi-Fi 0e3 TBoero cornacus.

ConmajibHbBIC CeTH

CoumanbHbple CETH aKTUBHO BXOJIAT B HAITY )KM3Hb, MHOTHE JIFOM pabOTaIOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musiimapa 4esiOBEK,
YTO SIBJISIETCSA OJTHOM CEIbMOM BCEX KUTEJEU IIaHEeThl. MHOIME MOJIb30BATENN HE
NOHUMAIOT, YTO MH(OpPMAalKs, pa3MEIIeHHAas] UMU B COIIMAIBHBIX CETSIX, MOXKET
ObITh HalJIeHA W WUCIOJIb30BaHa KEM YTrOJHO, B TOM YHCJIE HE 0053aTeNbHO C
0JIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COLUATBHBIX CETAX:

1. Orpanuyb ciMcok Apy3eh. Y TeOsi B APY3biX HE JOKHO OBITh CIIyYalHBIX
1 HE3HAKOMBIX JIOJICH;

2. 3amuiai cBO YacTHYIO kKM3Hb. He ykaswiBail mapoiu, TenedoHsl, aapeca,
JaTy TBOETO POXKICHUS W JPYTyI0 JHUYHYIO WHGOPMAIHIO. 3JI0YMBIIIICHHUKH
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMIO O TOM, KaK Thl W TBOU POJIUTEIH
IJIAHUPYETE POBECTH KAHUKYJIbI;

3. 3amuiail CBOI0 penmyTaluio - JEPKUA €€ B YUCTOTE U 3ajlaBaii cebe BOmpoc:
X0Tesl Obl Thl, YTOOBI ApPYrue MOJb30BAaTE€NM BUJIEIU, UYTO Thl 3arpykaemib?
[Tomymaii, mpex/ie 4emM 4T0-TO OMyOIMKOBaTh, HAIMCATH U 3aTrPYy3UTh;

4. Eciii ThI TOBOpHILB C JIOJIBMHU, KOTOPBIX HE 3HAECUIb, HE UCIOJb3YyH CBOE
peansbHOEe UMSI U APYTYIO JTUYHYI0 UH(OpPMALMK: UMSI, MECTO JKUTEIbCTBA, MECTO

yueObl U Mpouee;



5. U3berait pazmemenust gpotorpaduii B IHTEpHETE, Te Tl U300pakeH Ha
MECTHOCTH, 110 KOTOPOX MOKHO OIPEAEIIUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOIMMO HCHOJb30BATH
CJIOHBIE TAPOJIH, COCTOSIIINE U3 OYKB U LU U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns conuanbHOM CeTH, MOYTHl W JPYrMX CalTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble napoyu. Torna ecnu Tedsi B3JIOMAaIOT, TO 37I0YMBIIIJIEHHUKH

nmojy4dar 4OCTYII TOJbKO K OJHOMY MECTY, @ HC BO BCC Cpaly.

JJIeKTPOHHBbIE IEHbI'U

ONEeKTpOHHBIE JEHBIM - ATO OYEHb YJOOHBIM CMOCO0 TIaTekel, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPHIC XOTSAT MOJYYUTh 3TU JICHBIU.

DNEeKTPOHHbIE AEHBIU MOSBUIMCH COBCEM HEAABHO M MMEHHO H3-32 3TOTO BO
MHOTHX TOCYJIapCTBAaX JI0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHu QyHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, I UX
pa3neNsioT Ha HECKOJIBKO BUIOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3zHuiia B ToMm,
YTO AHOHUMHBIE - 3TO TE€, B KOTOPBIX pa3pelraercs MpOBOAUTH OMeparuu 0e3
UACHTU(PUKALUY TIOJIb30BATElIs, @ B HCAHOHUMHBIX UACHTU(GUKALIHS TTOJIH30BATEIS
SIBIISIETCSL 00S3aTEIIHHOM.

Taxxe cremyer pasnuyaTh DJIEKTPOHHBIE (uUaTHBIE JCHBIU (PaBHBI
rOCYy/IapCTBEHHBIM BaJlIOTaM) M JJIEKTPOHHBIE HE(PUATHBIC JICHBIU (HE DPaBHBI
rOCYJJapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI MO O€30MaCHOM pabOTe C SIEKTPOHHBIMU JCHbIAMH:

1. ITpuBsku K cyeTy MOOMIIBHBIN TenePoH. ITO caMblil YAOOHBIN U OBICTpPHIT
croco0 BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBs3aHHBIA TenepoH MOMOXKET, €CiIu
3a0y/enb CBOW IJIATEXKHBIA TapoJihb WM 3aijielllb Ha CalT C HE3HAKOMOTO

YCTPOWCTBA;



2. Hcnons3yil onmHopa3oBble maponu. llocine mnepexoga Ha YCUIEHHYIO
aBTOopu3alio TeOe yke He OyneT yrpoXkaTh OMAaCHOCTh KPaKW WIM TepexBaTta
IIJIATEKHOTO MapOoIIs;

3. BeiOepu cioxHbli mapois. IlpectynmHukam Oyner He MpOCTO yraaaThb
CJI0’KHBIN Mapoiib. HaxexHble mapoiu - 3T0 Naposiv, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIOYAIOT B CeOsl CTPOYHBbIE U NPOMUCHBIE OYKBbI, LUDPBI U
HECKOJIbKO CUMBOJIOB, TaKM€ KaK 3HaK JoJiapa, (yHTa, BOCKIMIATEIbHBIN 3HAK U
T.1. Hampumep, $tROng!;;

4. He BBOJAH CBOM JIMYHBIC JaHHBIC HaA CaﬁTaX, KOTOPBIM HC JOBCPACIID.

JJIeKTPOHHASA MOYTA

DJIEKTPOHHAS TIOYTa - 3TO TEXHOJIOTHS U TMPENOCTABISEMBIE €10 YCIYTH 1O
NEPECHUIKE U MOTYYSHHUIO JJIEKTPOHHBIX COOOIIEHHM, KOTOPhIE paclpeiessioTcs B
KOMIBIOTEpHON ceTh. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIUK BBITISIUT
cleyronM o0pa3oM: UMsS_TOJIb30BaTe s (@uMsl_oMeHa. Takxke kpome nepenayu
IIPOCTOTO TEKCTa, UMEETCSI BOBMOXHOCTh IepeiaBaTh (Haisbl.

OcHOBHBIE COBETHI 110 O€30MaCHON PadoTe C IEKTPOHHON MOYTOM:

1. Hamo BbIOpaTh mNpaBUIBHBIA IOYTOBBIA CEpBUC. B HMHTEpHETE €CTh
OTPOMHBIN BBIOOP OECTIATHBIX MMOYTOBBIX CEPBHUCOB, OHAKO JIYYIIIEC TOBEPSATH TEM,
KOO 3HAa€llb U KTO NEPBBIA B PEUTHUHIE;

2. He yka3piBail B TMYHOM MouTe TUYHYI0 MHGopmManmio. Hanpumep, myurie
BBIOpaTh "My3bIKanbHBIN (hanaT@" umum "pox2013" BMecTo "Temall";

3. Hcnonb3yil NBYXATalHYIO aBTOpU3ALMI0. DTO KOIJa IMOMHUMO Hapos
HY>KHO BBOJUTH KOJI, MpUChUIaeMbIil o SMS;

4. Beibepu C0KHBIA MApOITh. J[JI KaKI0T0 MOYTOBOTO SIITMKA JOJDKCH OBITh
CBOW HAJEKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectp BO3MOXHOCTH HaIlucaTh CaMOMYy CBOM JIMYHBIM BOMPOC,

HCHOJIB3y1>i 9TY BO3MOKHOCTD,



6. Hcnonp3yld HECKONBKO ITOYTOBBIX SAIMMKOB. IlepBbIA 11 4acTHOM
IIEPENNCKU C aapecaTaMy, KOTOPBIM Thl JOBEPSENIb. DTO JIEKTPOHHBIA aJpec HE
HAJI0 UCTIOB30BaTh IPHU PErUCTPALUU Ha (hOpyMax M cailTax;

7. He otkpeiBail Qailnbl U Apyrue BIOKEHHUS B NMUCbMax, Ja)Ke €CIU OHU
MPUILIM OT TBOMX Apy3el. Jlydille yrouHH y HUX, OTIPABISIM JIU OHU TeOe 3TU
(aiinbr;

8. Tlocne oxoH4aHust pabOTHI Ha TOYTOBOM CEpPBUCE TMEpe] 3aKPhITHEM

BKJIQJIKU C CATOM He 3a0y/]lb HaKaTh Ha "BeriTu".

Kn6epOysIMHT MM BUPTYAJIbHOE U3/1€BATEILCTBO

KubepOymmuar -  mpecriegoBaHue  COOOIICHHSMHU,  COACPKAIMMHU
OCKOpOJIeHMS, arpeccuio, 3aIyrUBaHMUE; XYJUTaHCTBO; COILIMAJIEHOE
OOMKOTHPOBAHHUE C TTOMOIIBIO PA3IMUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pbOEe ¢ KHOSPOYITHHTOM

1. He 6pocaiics B 60it. JIyumuii crmoco6: mocoBeTOBaThCA Kak ceOsi BECTH U,
€CJIM HeT TOro, K KOMY MOXXHO OOpaTUTHCs, TO BHaudaje YCIMOKOUThCA. Eciu Thi
HAYHEIIb OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJICHHs, TO TOJBKO eIle OOJbIIe
Pa30XKKEITh KOH(PIIHUKT;

2. Ympagnisit cBoeit kubeppemnyTaimei;

3. AHoHUMHOCTHh B ceTh MHUMas. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTaHCKUN oOpa3 BUPTyalbHOU >XU3HU. VHTEpHET
¢ukcupyeT Bce TBOW JEHCTBUS U COXpPAHSET UX. YJAIUTh UX OYyIeT KpaiiHe
3aTpyIHUTEIHHO;

5. Cobiroait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;

6. HWrHopupyi enuHu4HbI HeraTuB. OJHOpPa30BbIE OCKOPOUTEIbHBIC
cooOmieHusT Jydiie WrHopupoBaTh. OOBIMHO arpeccwsi TpeKpamaeTrcs Ha

HadaJbHOM CTaJINH;



7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMHU COOOIIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTh OJOKHUPOBKM OTHPABKU COOOILIEHHH C
OIpEJIETICHHBIX a/IPECOB;

8. Ecnu Th1 cBuzaerens kubepOyniauHra. TBou NelCTBUS: BBICTYNIUTh NPOTUB
npeciieoBaTeNsl, MOKa3aTh €My, YTO €ro JEMCTBHUS OLIEHMBAIOTCS HEraTHUBHO,
MOJAJIepKaTh KEPTBY, KOTOPOW HY)KHA ICHXOJIOTMYECKas IMOMOIlb, COOOIIMTH

B3pOCJIBIM O (paKTe arpecCUBHOIO MOBEJICHUS B CETH.

MobOuiabHbIi TeaedoH

CoBpemeHnHbIe cMapThHOHBI U TUIAHIIIETHI COAEPIKAT B c€OE BITOJTHE B3POCIIBIM
GyHKIIMOHANI, W TEneph OHM MOTYT KOHKYPUPOBATh CO CTAaIllMOHAPHBIMHU
KoMIibtoTepaMu. OIHAKO, CPEACTB 3aITUTHI JJI TTOJOOHBIX YCTPOMCTB MOKA OYEHb
Mano. TecTupoBaHME U TOWCK YSI3BUMOCTEH B HHUX IMPOUCXOIUT HE TaK
MHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcsi 1 MOOMIIbHBIX MPUIIOKEHUH.

CoBpemeHHbIe MOOMIIBHBIE Opay3ephl yKe MPaKTUYECKU JOTHAIU HACTOJIbHBIE
aHaJOTH, OJHAKO pacuiupeHre (GyHKIMOHANA BIEYET 3a COo00i OOJBIIYIO
CJI0KHOCTb U MEHBIIYIO 3aIIHUIIEHHOCTD.

Jlaneko He Bce MPOM3BOAMTENIM BBIMYCKAIOT OOHOBIIEHHUSA, 3aKPBIBAIOLIUE
KPUTUYECKHUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMIBLHOTO TenedoHa:

Huuero ne sBnsercs mo-HacTosimeMmy OecruiaTHbIM. Byas ocToposkeH, Benb
Korja Tebe mpeiaraioT 0eCIUIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, mpexzae 4em otnpaBuTh SMS, ¢oTo unu Bumeo. Thl TOUHO 3HACIIID,
re OH’ OyJyT B KOHEYHOM UTOTE?

Heobxonnmo 0OHOBIISATH OMIEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Ncnonp3yii aHTUBUPYCHBIE TPOTpaMMBbI 1Sl MOOMIIBHBIX TeIe()OHOB;

He 3arpyxaii npuiioxkeHuss OT HEUM3BECTHOIO HMCTOYHUKA, BEAb OHU MOTYT

COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00CCIICUCHUE;



[locne Toro kak Thl BBIMAEIIb C CalTa, i€ BBOAWJ JIMYHYIO HMH(OpPMALHIO,
3aiiin B HACTPOIKU Opay3epa u yaaiu cookies;

[lepnognyeckn mpoBepsid, Kakue IUIaTHBIE YCIYyTH aKTUBHPOBAaHBI HAa TBOEM
HOMEDE;

JlaBaii cBoil HOMEp MOOWJIBHOTO TeseOHa TOJBKO JIOASM, KOTOPBIX ThI
3HaElIb U KOMY JOBEPSEUIb;

Bluetooth gomkeH ObITH BBIKJIIOYEH, KOTJa Thl MM HE TMoJib3yembes. He

3a0bIBail MHOT]a TPOBEPATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJAWH-UTPBl - O3TO  KPAaCOYHBIE, 3aXBaTbIBAIOIINE
pasBiiedeHUs, OOBECIUHSIIONINE COTHU THICSY YEJIOBEK MO BceMy mupy. Urpoku
UCCIIENYIOT NAaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMUs,
CpakaloTCd C MOHCTpaMU M TOJIyYarOT ONBIT. 3a YyIOBOJIBCTBUE OHM ILIATHT:
MOKYTIAIOT JAUCK, OTIAYMBAIOT a00OHEMEHT HJIM MMPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpencTtBa uayT Ha MogAep KaHUE M Pa3BUTUE UTPHI, a TAK)KE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
naTuu (1u@POBBIC 3aTUIATKY JIS IPOTPAMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmogo0HbIX Urpax CTOUT OMacaTbCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)Xy TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMH OOJIBIIMHCTBA
Urp.

OcHOBHBIE COBETHI 110 O€30MIaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnu npyroii urpok BeaeT ceOs MIoXo WM CO37aeT Te0e HEMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyiics agMUHUCTPATOPaM WUIPbI HA IJI0XOE MTOBEIEHUE 3TOI0 UIPOKa,
YKEJIATEJIbHO MPWIOKUTh KAaKUE-TO JOKA3aTEJIbCTBA B BUJIE CKPUHOB;

3. He yka3bIiBaii TuuHyto nuHpoOpMaIuio B npodaiisie urpbl;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He yctanaBnuBait HeoduImaabHbIe TATYU U MOJBI;



6. Mcnonp3yi CII0KHBIE U pa3HbIE TAPOJIN;
7. Jlaxxe BO BpeMs WUIPbI HE CTOUT OTKJIKOYATh aHTUBHUpPYC. 1Ioka ThI urpaemisp,

TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

OUIINHT WIH Kpaika JUIHbIX JaHHbIX

OOBIYHOM Kpake JIEHeT U JIOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBHIIb, HO
C pa3BUTHEM HHTCPHET-TCXHOJOTUH 3JOYMBIIUICHHUKH IEPEMECTUIINCh B
WHTEPHET, U MPOJI0JDKAIOT 3aHUMAThCS ""TFOOMMBIM" ICITOM.

Tak mosBMIACh HOBas yrpo3a: HWHTCPHET-MOIICHHHYECTBA WU (DUIIIMHT,
rJIaBHAs 1I€Jb KOTOPOTO COCTOMT B TOJYYCHUW KOH(PUIACHIMAIBHBIX JaHHBIX
noJib30Baresiell - JIOrMHOB W maposiei. Ha anrmmiickom si3bike phishing yuraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoib).

OcHOBHBIE COBETHI 110 OOpbOE ¢ PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii Thl mojo3peBaelib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKMpOBaTh €€ W COOOUIUTH
aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Wcnonp3yit 6e3omacHbie BeO-CalThl, B TOM YHCJIC, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Hcnonp3yil clIOKHBIE W pa3Hble Mapoyik. TakuM 00pa3oMm, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYH TOJIBKO K OJIHOMY TBOEMY
po IO B CETH, a HE KO BCEM;

4. Ecmum T1ebs B3IOManM, TO HEOOXOAMMO TMPEAYNPEANTh BCEX CBOUX
3HAKOMBIX, KOTOPBIE TOOABICHBI y T€Os B IPY3biX, O TOM, 4TO TeOsl B3JIOMAIU H,
BO3MOYHO, OT TBOETO0 UMEHH OYJIET pacChIIaThCs CIaM U CCHUIKK Ha (DUIITMHTOBBIC
CalTBhI;

5. YcranoBu HanexHbri napons (PIN) Ha MoOunbHEI TenedoH;

6. OTKJII0YM COXpaHEHHUE NapoJis B Opaysepe;



7. He oTkpeiBail (ailibl U Apyrue BIOKEHUS B NUCHMAaX, JAXE €CIU OHU
IPUILIM OT TBOUX Apy3el. Jlydile yTouHM y HUX, OTIPABISIM JU OHU TeOe 3TU

(ainbl.

Mudposas penyranus

[Hudposas penyTarus - 3T0 HEraTUBHAS WM TTO3UTUBHAsI HHPOpMAIUS B CETH
o tebe. Komnpomerupyromas uapopmaiys, pa3MelleHHas B UHTEPHETE, MOXKET
CepbEe3HBIM 00pa3oM OTpa3uThcsl Ha TBoell peanbHOU >ku3HU. "Ludposas
pernyTaiusa" - 5T0 TBOM UMUK, KOTOPBIM (opmupyercs u3 uHpopmanuu o Tede B
WHTEPHETE.

TBOE MecTO KUTEIBCTBA, YueObl, TBO€ (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE ATO HAKATUTMBAETCS B CETH.

MHorue mMOoAPOCTKU JETKOMBICIEHHO OTHOCSTCS K IYOJMKAIUU JIMYHON
uHpopmanuu B VIHTepHETe, HE MOHUMAs BO3MOXKHBIX TMOCHeACTBUM. Thl naxke HE
CMOJKEIlb JA0TafaThCcsi O TOM, 4To doTorpadus, pa3MelieHHas 5 JIeT Ha3all, cTaia
NPUYMHOMN O0TKa3a MPUHATH TeOs Ha paboTy.

KommenTtapuu, pasMemnienre TBoux (ororpaduil U Apyrue JACHUCTBUS MOTYT
HE HMCYE3HYTh Ja)X€ IOCJIE€ TOro, Kak Thl UX yAalHIlb. [bl HE 3HAEIIb, KTO
COXpaHWI 3Ty UWHPOPMAIMIO, TMOMajga JU OHA B IIOMCKOBBIE CHCTEMBI H
COXpaHWIACh JM OHA, a TJIABHOE: YTO TMOIYyMAalOT O Te0e OKPYKAIOIIWE IOJIH,
KOTOpbIe HAWAYT W YBUAAT 3T0. HaliTu mH(OpMAaIMio MHOTO JIET CIYCTS CMOXET
T000# - Kak U3 H0O0PHIX OOYKIEHUN, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI M0 3aIIUTE HUPPOBOI peryTaLNU:

1. [Momymaii, mpexae yeM 4To-TO MyOJIMKOBATh U TepeaBath y cedsi B Oiore
WA B COIMAJILHOM CETH,

2. B Hactpoiikax mpoduisi yCTaHOBH OTPAHMYEHHUS HA MPOCMOTP TBOETO

poQuIsl U €ro COJIEPAKUMOro, cliesail ero ToIbKo "miis apy3eu”;



3. He pa3memiaii u He ykasbiBail uHGOpMALIUIO, KOTOpasi MOXKET KOro-Iu0o

OCKOPOJIATH WIJIK OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHBIE  IIKOJIBHUKKM - aKTUBHBIE IOJB30BaTeNM  IU(PPOBOro
npoctpancTBa. OJHAKO JajeKo HE BCE 3HAIOT, YTO IOJIb30BAaHUE MHOTHMH
BO3MOXKHOCTAMHU  1MpoBOro  mupa Tpedyer  coONroAeHUs  TpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTENNIEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHBIM
TBOPEHUSM YEJOBEYECKOT0 YMa, HauyWHAasi C HOBBIX HM300pETCHUN M 3HAKOB,
0003HAYAIONUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHUYMBAsT KHUTAMH,
dboTorpadusiMu, KHHOPUIBMAMH W MYy3bIKAJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HUHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IPOU3BENICHHS HAYKH, JIUTEPATYypbl U UCKYCCTBA. ABTOPCKHUE IpaBa BBICTYIMAIOT B
KayecTBE TapaHTHUU TOTO, YTO HWHTEJUIEKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeIJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ylbTaTax CBOETO TPY/Ja, MOJYyYUTh HM3BECTHOCTh M Mpu3HaHue. Hukro 0e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MNPOU3BEIECHUE,
pacnpocTpaHsITh, MNyOJIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJUYHO HUCIOJHATH, MOKA3bIBATH/UCIIONHATE B 3upe win
pa3mewmars B IHTEpHETE.

Hcnonp3oBanue "mupaTcKoro" mporpaMMHOT0 00ECTICUEHHSI MOKET MTPUBECTH
K MHOTUM PHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTpOMCTBA, TJiI€ YCTAaHOBJIIEHA HeJerajdbHas mporpamma. He cTouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETadbHBIE M OECIUIATHBIE MPOTPAMMBbI, KOTOPHIC

MO>KHO HAUTHU B CETH.

O nopraJie



CereBHUOK.pQ - TBOM IJIaBHBII COBETUYHMK B CETH. 3/1€Ch Thl MOXKEIIb yY3HATh O
0€30MacHOCTH B CETU MOHSITHBIM M JOCTYNHBIM $I3bIKOM, & MPU BO3HUKHOBEHHUU
KPUTUYECKON CHUTyallud OOpaTUTbCA 3a COBETOM. A TakKe MPUHATh Y4acTHE B

KOHKYpCaXx U CTaTh CaMbIM IIU(GPOBBIM I'PaKTaHUHOM !



